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Abstract

Internet is a large network with a special topology. Better modeling its structure is the key to
finding virus spread pattern and suppressing virus spread efficiently. In my research, | find the
Internet features a division of transit domain layer and stub domain layer, and propose a model
of two layers using different matrix to describe their structure, vulnerability and value. According
to the indexes in my model, | find an overall best solution to prevent virus spread and ensure
network connectivity. In my simulation based on a 100 nodes Internet pattern network, it
receives cheerful results.
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Introduction

Landmark network models

After the establishment of two landmark network models—the small-world models[1] and
the scale-free networks[2], scientists have broken through the restriction of random graphs
theory[3] which established by Hungary mathematician P. Erdos and Re’nyi nearly half century
ago, and have gained great achievement.

Previous research has found that many networks in our real world follow the small-world
and scale-free model such as nerve system in our brain, the power grid network, the airlines
network, cooperation in research and all kinds of political, economic, social connection networks
etc.[4]

The network structure can be characterized by the connectivity properties between nodes.
The degree of a node is the number of its links connected to other nodes. According to the
degree distribution, which is the probability a certain degree node takes percentage in all the
nodes in a network, complex networks can be classified into homogeneous and heterogeneous
(or Inhomogeneous) networks. Homogeneous networks such as random graphs and small-world
models possess binomial or Poisson degree distribution, where the degrees concentrate around
the mean degree. Heterogeneous networks such as scale-free networks have a heavy-tailed
degree distribution that approximately follows a power law [5].

Scale-free networks, with power-law degree distribution, are remarkably resistant to
random failure [6,7], for most links in the network are connected to a few large-degree nodes,
and the failure of these peripheral nodes causes much slighter danger to the whole network.
However, when there’s an intentional attack, the failure of a few hubs (large degree nodes) may
trigger catastrophic damage to the whole network. So the scale-free model is both robust and
fragile.

Internet topology



From Professor Li’s course, we know the Internet also follows scale-free model. The node
distribution probability has an exponential degree distribution - P(k) & k=22 (k is the degree
of nodes, P (k) is the node distribution probability). With more and more people stepping into the
Internet era, nodes in that massive network increase dramatically as years roll on. As we can see
in Scale-free model, the direct result is some super nodes have larger and larger degree, which
leaves us with a serious problem that if these nodes have been attacked by some rapidly
spreading virus, what will happen to our Internet?

First of all, let us have a view of the Internet structure. The Internet is an ever growing large
network. Such a tremendously large and complicated network has some basic characters should
be paid attention to when we research its robustness.

Internet can be viewed as a collection of interconnected routing domains. Each routing
domain is a group of nodes (routers, switches, and hosts), under a single administration that
share routing information and policy. Each routing domain in the Internet can be classified as
either a stub or transit domain. A stub domain carries only traffic that originates or terminates in
the domain. Transit domains is to interconnect stub domains efficiently. Stub domains generally
correspond to campus networks or other collections of interconnected local area networks
(LANSs), while transit domains are almost always wide or metropolitan area networks (WANs or
MANS). A transit domain consists of a set of backbone nodes connected to a number of stub
domains, via gateway nodes in the stubs. (Fig. 1) [8]

Multthomed stub
~

.
e Transit domains
Bt

S

Figure 1. An example of the Internet domain structure.!

Revelation from the research paper can be proved in our real world. Take our dormitory
network as an example. In our dormitory, every electronic device (mobile phone, laptop, iPad,
etc.) is connected to a router in every room, which is connected to the switch in every flour. Then
the switch is connected to a larger switch in every building, which finally connects to the host in
dorm living area, through China Telecom connecting to Internet. While, few direct connections
are established between different groups of that hierarchy structures, such as connections
between Fudan and Shanghai Jiao tong University.

From the description above, we can conclude these characters.

First, lower level of the Internet topology is highly like a hierarchy structure. And the
connections inside these stub domains are much denser than outside. So imagining a virus
spreading in a stub domain, all the nodes inside are highly susceptible.

Second, the gateway nodes play an essential role of gates connecting the whole stub domain
to the Internet and passing data to its child nodes. When gateway nodes are infected, the whole
stub domain is in great danger.

1 Figure is from Kenneth L. Calvert, Matthew B. Doar, Ellen W. Zegura. Modeling Internet Topology. Global
Telecommunications Conference, 1996. GLOBECOM '96. 'Communications: The Key to Global Prosperity, 161.



Third, a few edges which connected directly between nodes from different stub domains
should not be neglected. They may exist in our Internet as email, P2P connections, bringing us
convenience but leave us with risks of being infected.

In conclusion, our Internet is more similar to Local-world model [9], which is an advanced
version of BA model where nodes connect preferentially but are more likely to be connected in a
separate group, while connections between groups are sparse.

Tools to use

Gephi 0.8.2, a network simulator, visualizer and analyzer.

createpajek, a net format file creator in pajeck200.

GDTANG (The Geographic Directed Tel Aviv University Network Generator) [10], a Perl
program that generates synthetic Internet-like topologies using an improved BA type model. It
produces networks with a power-law degree distribution, realistic maximal degrees and "Dense
Core", accurate number of leaves and geographically meaningful clusters.

Microsoft Office Excel 2013 to do data analysis and draw basic graph.

Matlab R2012a to do matrix calculation.

Models

Model of the Internet

With the help of GDTANG, | created an Internet model with 100 nodes and no double edges.
Other network generating parameters use default values. Importing data to Gephi, after some
location adjustment, the network displays in Fig. 2 and 3.

The GDTANG model graph corroborates the Internet structure again. We can clearly find the
branch shape hierarchy structure under these relatively large nodes on Fig. 2, some typical ones
are branches under node 1, 8 and 12 in Fig. 3. Nodes representing transit domains are in the
middle, which are highly interconnected with each other. We can also find that almost all stubs
are multi-homed stubs and stub-stub connections are not rare such as connection between node
53 and 96 in Fig. 3.
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Figure 2. An Internet model with 100 nodes and 211 edges with no double edges generated by
GDTANG.




Figure 3. An Internet model with 100 nodes and 211 edges with no double edges generated by
GDTANG. (With node labels)

Having revealed the basic structure and character in Internet, we can assure the GDTANG
model is valid and can be used in further research.

According to the Internet topology, | think we can divide the Internet into two layers. The
nodes within a stub domains are the lower layer, while connections within transit domains are
the higher one. Their different topologies determine that varied models and diverse methods

should be taken to analyze and suppress the virus from spreading.

Model of valuing hierarchy structure

The structure of the Internet determines that virus spread is in group. That is when the
gateway nodes are attacked, computers in the same LAN or under the same router are highly
vulnerable. So the gateway nodes not only control information exchange, but also hold the safety
of the whole group.

But, with so many stub domains in Internet, we need to find a method to assess the value of
a stub domain with its scale, vulnerability and importance in consideration so that we can

preferentially protect or immune or cure these valuable stub domains.

Figure 4. An example of hierarchy structure for matrix calculation. The large blue node is the
gateway node, the green and grey ones are its child nodes. Numbers in the circle is its ID.

In my research, | define a matrix to describe links in a hierarchy structure.

Definition 1: A is an m*m matrix describes the connectivity of a network, m is the total number in a
network, ajj =1 means node i and node j have been connected.

A11, A1z e en , Qi
Azq, Aggy e one , Aam
A=
Aty Amzy e oo ) Q.

Possibility to be infected is not the same to each nodes. To have a clear view of that

possibility, | define another matrix.



Definition 2: P is an m*m matrix describes the infection possibility between two nodes in a network, m
is the total number in a network, pijmeans node i has a percentage of pj; spreading virus to node j.

D11, P12y wov oe , Pim
pP= D21, D225 e oor , Dam

Pmi1 Pmzs == - » Pmm

Each nodes have different values. For example, bank account computer is much more
important than an entertainment computer, so protection level should be different. | also use a
matrix to mark their difference.

Definition 3: V is an m*1 matrix describes the value (or importance) of each nodes, m is the total
number in a network, vimeans the damage of node i being infected.
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L

With these matrixes, we can have a rough view of how much damage an infected node can
cause to other nodes.

Definition 4: C is an m*1 matrix describes the total value of each node when all its neighbors are
infected, m is the total number in a network, cimeans the total cost of damage it causes when all node i’s
neighbors are infected.

U
Q11 ° P11, Q12 * P12) wee oe »Qim * P1im [ ]

(4]
C=A-p.v=| %2t Pavf2z’ P2z Gom Pom {]:[l
v

Am1 * Pm1, Am2 * Pm2y - - » Amm * Pmm

Ci = Qi xV; + A * Uy + 0 F Ay * Uy
Among c;, one of them is of more revelation value.

Definition 5: When i=1 is the gateway node, call GSD = c: the gateway spread damage. It reveals the
initial damage caused by gateway nodes being infected.

When the number of total node levels is low, GSD usually has a large number.

Definition 6: The sum of ciin a matrix C is the total damage the whole network is infected, calling it

m
CSD = Z ci
i=1

Definition 7: The percentage of GSD among CSD is called gateway penetration ratio (GPR), which

Complete spread damage (CSD)

reflects how much damage virus has caused when the top level of a hierarchy structure is infected.

PR = 2 o 100
T CSD 0



GPR gives us suggestion whether that stub is still worth rescuing. If it is high enough,
abandon that stub domain and rescue or protect other stub domains may be a better choice.

But we still do not consider the node quantities and connection patterns in the stub domain.
To have a view of that, we need to find another index.

Definition 8: Starting from gateway node, which marked as level 1. Find all its child nodes, which
marked as level 2. Find all level 2 nodes’ child nodes, mark them as level 3. Do that kind of search till the
bottom level node which marked as level n. If some nodes have already been marked a number, ignore them.

D is an m*m matrix to describe connection probability between different levels of nodes in a hierarchy
structure,

D=A.-P.V
Sum up all the links with start nodes in the same level to end nodes in the same level, arrange them in
an n*n matrix Q.
q11, 12y - oo »qin
o
An1 Gnzs -+ - »dnn
gijmeans total virus spread possibility that level i nodes spread to level j nodes.

Q describes the virus spread capability from a level to another.

When we review a hierarchy structure, we care different levels in a different perspective. For
example, in this virus spread issue, higher level connections should be paid more attention than
lower levels. A manually changeable matrix should be defined to represent our perspective.

Definition 9: Matrix F (n*n) is a set of parameters we choose to reflect weights between different levels

of a hierarchy network.

XHX
HML
XLL
(Taking level n = 3 as an example)

F=

X means no possibility to spread (from level 1 to level 3), H means we pay high attention to
that kind of spread (from level 1 to level 2), so we can choose H = 0.7, for example; M means we
pay medium attention to that kind of spread (from level 2 to level 2), so we can choose M=0.2,
for example; L means it is a trivial connection between such levels (from level 2 to level 3),
choose L=0.1, for example.

With F defined, we can have a relatively accurate and suitable index to view a hierarchy
network.

Definition 10: Hierarchy network infection index (HNII) is an index to describe a hierarchy network
considering its connection between levels, number of connections, degrees of nodes, virus spread success
rate, nodes importance in a specific way determined by F.

HNII = Z Q-F
aij

Ya; X means adding all diagonal numbers in matrix X..



Example of definition 1 to 10 using Fig. 4

P uses matlab function P=rand(10).

0.75774
. 743132
. 392227
. 655478
. 171187
. 706046
. 031833
. 276923
. 046171
. 097132

OO OO OO oo o

. 823458
. 694829
. 317099
. 950222

034446

. 438744
. 381558
. 765517

0. 7952

. 186873

0
0.445586
0.646313
0.709365
0. 754687
0
0
0
0
0

489764

276025

.679703
. 655098
. 162612
. 118998

. 498364
. 959744
. 340386
. 585268
. 223812
. 751267
. 255095
. 505957
. 699077
. 890903

0111100000
1000011000
1000000110
1000100000
A=[1001001001
0100000000
0100100000
0010000010
0010000100
‘0000100000

. 959291 0. 349984
. 547216 0.196595
. 138624 0.251084
. 149294 0.616045
. 257508 0.473289
. 840717 0.35166
. 254282 0. 830829
. 814285 0. 585264
. 243525 0. 549724
. 929264 0.917194

V use matlab function x=rand(10),vV=x(:,1).
V=[0.9797;0.4389;0.1111;0.2581;0.4087;0.5949;0.2622;0.6028;0.7112;0.2217]
C=[0.9365; 1.0436;1.1324; 0.7032; 0.4725;0.1926;0.2714;0.2356;0.3367;0.3798]

0. 285839

0. 7572
0. 753729
0. 380446
0.567822
0. 075854
0. 05395
0.530798
0.779167
0.934011

. 129906
. 568824
. 469391
. 011902
. 337123
. 162182
. 794285
. 311215
. 528533
. 165649

. 601982
. 262971
. 654079
. 689215
. 748152
. 450542
. 083821
. 228977
. 913337
. 152378

0.825817
0.538342
0.996135
0.078176
0.442678
0.106653
0.961898
0.004634
0. 77491
0.817303

GSD =0. 9365
CSD =5.7043
GPR =16.42%

0 271 0
Q=061 0.13 0.95
0 114 051
0070
F = [0.7 0.2 0.1]
00.10.1
HNII = 2.611

Matlab code and raw data can be found in attached files.
With GPR and HNII, we model the whole hierarchy network into these two index values. GPR

reveals its gateway influence factor, HNII reveals its level structure, dimension, value and

vulnerability. The high GPR means its initial spread is dramatic, so there’s no need rescuing other

nodes not yet been infected. The high HNIl means that hierarchy structure is low in number of

levels, large in scale, high in node value, so easy to be spread fast and need special care and

immunization as soon as possible.

Model of transit domain structure

After the hierarchy model, we largely reduce the size of the internet model, turning every

branch of nodes into one gateway node with GPR and HNII. Links in transit level are dense and

complicated, the best way to describe that network is to use matrix to describe its connectivity.



Similar to Definition 1 and 2, we can also calculate its A.- P according to its connectivity and
possibility to spread.

Definition 11: E is a k*k matrix to describe every spread possibility between two nodes in a network. k
is the total number of nodes in the network.
ei is the total sum of spread possibility to node i.

Q11 " P11, Q12 " P12) - = » Qi " D1k

A1 * P21, A2 * P22y wee o » Aok * P2k
E=A-P=

A1 " Pk1r Q2 * Pk2s = - » Ak * Prk

€ = Qy; " P1; + Ay " Poi T+ Ay * P

So we get another important index to consider these gateway nodes. As we can see from the
definition 11, e;is highly related to the structure of the transit domain network. The more
effective spread path a node has, the higher value it is. Cutting some edges between nodes can
sharply decrease its value.

Model of spreading

Two generally used models to describe epidemics are SIS and SIR models.

S represents susceptible group, | represents infected ones, R represents recovered or
removed ones.

In SIS model, individuals are considered to recover with no immunity to the disease.

as
- —alS +yl
dl
pri alS —yl
In SIR model, individuals once recovered will immune to the disease.
das
I = —alS
dl
Fri alS —yl
dR
="

Rate of a is considered the contact or infection rate of the disease, y is considered the
recovery rate of disease [11].

In the situation of computer virus, the SIR model is more appropriate to the real fact. For
whenever a computer install a certain patch or take actions toward a loophole, the same virus is
unable to attack again.

But some aspects SIR model does not suit well in virus spread situation is that the a and y
may not the same to each connection. For there is a variety of network topology and different
attack methods. The firewall and anti-virus system are not the same to each computer as well. So
in my model, | introduce the infection possibility matrix P to mark the difference.

Definition 12: M is the 1*k matrix describe the recovery or immune of nodes. mi=0 means it is
recovered or immunized.



Definition 13: The infected nodes in time t are listed as 1, otherwise 0 in a 1*k matrix lt. The spread
situation can be modeled in the following step.

f(all : pll)’ f(alz : plZ)' """ 'f(alk ' plk) rp11'rp12’ """ 'rpln
F(p. A) = |12 Pah € Pagdr o S B | [P e

f(ag - pkl)’ fla - pkz)' """ 'f(akk ’ pkk) TPn1r TPyr +ee o TP

1 when random number Oto 1 < x
0 whenrandomnumber Oto1 > x

fe ={

liy1=1-F(E)-M=1-F(P-A).M
== [ilt' iZt' ...... ikt] .

= [i1t+1: i2t+1' ------ ikt+1 ]

After several iteration, the whole spread matrix is shown in li>

Referring to SIR model, we can get similar equation:

St+1_5tzzlt_zlt'F(E)
lpq1 — 1 =zlt+1_zlt
Rt+1_Rt:ZIt’F(E)_ZIt+1

Z F means the sum of items in matrix F

Suppressions and Preventions

After we have figured out the structure of Internet and have set up a model to analyze it,
now it’s time to find a best method to prevent virus from spreading on the basis to my model.

Suppressing viruses, in fact, is the race between viruses spread and patches distribution
[12]. The time gap between the virus starts to spread and the patch is generated provides a
window for virus to spread rampantly. In that critical time, cutting some links or disabling some
part of the Internet for sacrifice is better than being infected in a much larger scale. But which
edges should be cut in what order and how can we cut fewest edges to ensure safety and leave

the least negative side-effect to the connectivity of Internet?

Suppression on lower layer of the Internet
First, we can have a clearer view of the hierarchy topology in the first layer in Fig. 5.
Blue nodes represent the gateway nodes in the stubs, connecting to the higher layer in the

Internet, green ones are its first-generation child nodes, and grey ones the second.



The hierarchy structure is featured on its clear boundary of levels, every node has parent(s)
and child(ren). So when a virus attacks a node in such a structure randomly (for example the
green node), it spreads fast to its children and grandchildren nodes (its grey nodes), but slower
upward to its parent node due to its degree and the fact that connections between child and
parent are more likely to be child-to-parent one-way directed. However, when the virus does
spread upward to its parent (the blue node), it may cause greater damage, for other green nodes
are highly vulnerable. If other green nodes are infected, all their grey nodes will be infected soon.

Figure 5. Illlustration of hierarchy topology in the lower network layer.

One possible solution is to cut the connection between infected nodes and their parents as
soon as possible. It cuts the fewest links but may prevent the virus from spreading to higher
levels in a hierarchy structure. In comparison, those child nodes are relatively meaningless to
rescue. They are large in quantity, and are more likely to have been infected before the
instruction of unlinking them from their parent nodes. If there exist link-to-other-network edges
or nodes in that hierarchy network, remove them as well to prevent virus from spreading to other
network.

But when the virus intentionally attack the gateway node, which is highly favorable to the
spread of virus, what will we do? Abandon or rescue? The GPR ratio in Definition 7 gives us a
helpful suggestion. For the spread of virus is relatively faster than our protection, so it’s nearly
impossible to rescue its direct child nodes, so when the hierarchy network has a high GPR, why
should we bother to rescue few meaningless nodes under that structure? We can save our
energy and time to protect other stub domain networks. When its GPR is relatively low (for
example below 50%), which means still a lot of valuable nodes haven’t been infected after the
initial spread, then we should calculate every of its child nodes’ GPR, find the larger ones and give
them immediate protection. The protection order should follow their GPR number, protecting
larger ones preferentially.

Suppression on higher layer of the Internet

While the higher level of the Internet cannot simply be described as a certain type of
topology. Instead we should view the overall network in a broader perspective.

In the model of transit domain, the structure of every stub domain has been reflected in the
GPR and HNII values, which means the core spirit of suppression and protection should be in



centered with how to avoid gateway nodes with high HNII and GPR being infected. Those edges
between gateway nodes can be cut and some backbone nodes between gateway nodes can be
removed intentionally to protect these gateway nodes.
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Figure 6. An example of transit domain layer model simplified from Fig.3. The size of circle relatively
shows their HNII and GPR value.

In order to demonstrate in a typical and clear way, a few adjustment has been made on the
base of Fig. 2, and | convert gateway nodes’ HNIl and GPR value into the circle size of nodes. We
can find that node 1 is the largest (its GPR is 87.33% and HNIl is 4.1195, nearly doubled to the
example in the model), so we should protect node 1 on top priority.

Definition 14: The threshold of a gateway node security is determined by the GPR and HNII of gateway
nodes
K:
T, =——————
GPR; - HNII,
Ki is the manually selected threshold to control safety level. The lowerer Kt is, the safer restriction you
choose.

To avoid potential risk, we need to ensure e; of every gateway node is below the threshold of
Ti. The best cutting edge plan is to cut from the node j with max{a;; - p;;} to min{a;; - p;;}(j is the
possible nodes it connects to).

Take Fig. 6 as an example.

Connection matrix

A=0 0 1 1 1 1 O O O 1 1 O
o o 0 o o O o o o0 1 o0 1
10 0 1 0 0 1 1 0 1 0 O
1 0 1 o 1 0 O O O O O0 o
1 o0 0 1 0 1 0 O 1 1 0 O
1 0 0 o 1 0 O 1 1 1 0 1
o o 1 o 0O O O o o o o o
o o 1 o O 1 0O O O 1 o0 1
o o o o0 1 1 0 O O O o0 O



1 1
1 0
0 1

1
0
0

0 1
0 O
0 O

1 0
0 O
1 0

Infection possibility matrix(random)

P=

0. 728672
0.613984
0.900598
0. 252779
0. 220095
0. 235805
0.81013
0. 702409
0. 878505
0.711011
0. 66108

0
0
0
0
0
0
0
0
0
0

. 562794
. 990311
. 957315
. 336818
155456
. 417079
. 554477
. 029752
. 866706
. 894414
0. 49719

0.439577 0.209287
Each node GPR=[87.33%;0;41.31%;21.93%;23.12%;100%;100%;100%;0;100%;0;68.31%]
(0 means it is not gateway nodes but backbone nodes in transit domains)
Each node HNII=[4.1195;0;2.6287;2.7211,3.0113;0.5893;0.1344,2.8131,;0;1.5821,0;3.7182]
Choose K:=2, a relatively medium threshold.
Each node threshold Ti=[0.555926173;

©0,1.841763134;3.351558943;2.872685894;3.393857119;14.88095238;0.71095944;

©0,1.264142595;°°;0.787431826]
Before cutting edges:

b. #p

Ti
Kt/v

i S el S

721597
699716
460747
170593
794371
0. 8885
142515
939672
000261
438805
011168
234516

0. 706984
0.694164
0.265121
0. 326574
0.093234
0. 041599
0. 75928
0. 324874
0. 521822
0.951888
0. 668978
0.473122

0. 649372
0. 665636
0.230147
0. 80489
0. 502785
0. 43403
0.709034
0. 555264
0. 255004
0. 075201
0. 589102
0.674242

4Py
0 0 0.7216  0.707

0 0 0 0

0. 9006 0 0 0.2651
0. 2528 0  0.1706 0
0. 2201 0 0 0.0932
0. 2358 0 0 0
0 0 0.1425 0

0 0 0.9397 0

0 0 0 0

0.711  0.8944  0.4388 0

0. 6611 0 0 0
0 0.2093 0 0
2.9814 1.1037 2.4132  1.0653
0. 555926 Inf 1. 841763 3. 351559

. 588013

. 472616

. 430986

. 996463
. 265018

. 134609
. 035536
. 453946 0

1 0
0 O
1 0

533702

323811

0
0
0
0
0
764898 0
0
0
792067 0
0

0

0. 6494
0
0
0. 8049
0
0. 434
0
0
0. 255
0.0752
0
0
2.2185

. 562977
. 230883
. 144762
. 677096
. 354071

510472

. 694707
. 595293
.506111
. 776399
. 685203

319494

0. 588
0

0

0

0. 431
0

0

0. 265
0.7921
0. 1346
0

0. 4539
2. 6646

0.832143
0. 660822
0. 587068
0.019078
0. 83695
0.113998
0. 84042
0. 337497
0. 429436
0.793779
0. 141567
0. 608102

0. 1448

=

cocoocooo

0. 1448

2. 872686 3. 393857 14. 88095

After cutting edges (edges been cut are painted as yellow):

b. #p

Ti
kt

4Py
1 0 0 0.707
2 0 0 0 0
3 0 0 0.2651
4 0  0.1706 0
5 0.2201 0 0 0.0932
6 0.2358 0 0 0
7 0 0 0.1425 0
8 0 0 0
9 0 0 0 0
10 0.8944  0.4388 0
11 0 0 0
12 0 0.2093 0 0
0.4559 1.1037 0.7519  1.0653

0. 555926 Inf 1. 841763 3. 351559

0. 6494
0
0
0. 8049
0
0. 434
0
0
0. 255
0.0752
0
0
2.2185

2. BT2686 3. 393857 14.88095 0.710959 Inf

0. 588
0

0

0

0. 431
0

0

0. 265
0.7921
0. 1346
0

0. 4539
2. 6646

0. 1448

=

cocoocooo

0. 1448

0. 930629
0. 636444
0. 047771
0. 698346
0.25711
0. 690902
0.36318
0.541884
0.222142
0. 905487
0. 373541
0.078816

0.7938
0

0. 6081
2. 103

0. 710959 Inf

0. 7011

0.03093
0. 626901
0. 936997
0.319935
0. 745175
0. 288928
0. 124354
0. 514081
0. 387512
0.97861
0.291818
0.592343

Wooocoo

0.94

Only cutting 15 edges can make sure the network is safe under threshold K

Simulations

0.571356
0.615856
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Simulations are based on Fig. 2. During simulation, there may exist minor changes to better

illustrate. As possibility to be infected between nodes is not certain, during simulation, the matrix



P is based on random number. Due to the limited time during research, some process in
simulation is manually operated instead of program testing.

The simulation is based on the condition:

1. Infection/ immunization has steps of time. Each step an infected node attacks each of its
neighbors once, and we can immunize (recover) one node once. Immunized nodes can
recover its child nodes.

Immunization begins on the sixth step when patches have been developed.
Every node has a random chance to be infected when there’s a connection between
infected nodes. If not succeed, the attack will be continued until the target is infected.

It is a roughly presentation of virus attack, and my most concern is not recovery but whether

the initial I;.; — I; which means the speed of spread is slowed down effectively at the first

stage, and whether the immunization is effective enough.

The ‘stories’ are listed as tables.

Intentional attack

Time | Susceptible | Infected | Recovered ‘Story’
1 99 1 0 Intentionally attack node 1
2 78 22 0 For a high number in GPR and large degree in transit

domains, almost every node 1 child infected and the
transit domains suffered a lot.

At the same time, virus alarm triggered, gateway nodes
start to calculate their GPR and HNII and cut their
highly infective edges.

3 68 32 0 Virus are spreading to gateway node 5, for it is closely
connected with node 1.

Gateway nodes completed cutting edges and lower
their ejunder threshold. I;,; — I; has fallen to 10.

4 60 40 0 Node 5 has a high GPR too, so it causes great damage
to stub networks under node 5.

While other gateway nodes have completed
precautions, so not infected. I;,; — I; has fallen to 8.

5 56 44 0 The cutting edges plan works well, no more gateway
nodes infected, only some backbone nodes in transit
domains infected.

The great news that immunization (recovery) has been
developed. I;,; — I; hasfallen to 4.

6 53 47 0 Immunize node 12, which has a high GPR and HNII, and
surrounded by many infected nodes. I;,; — I; has
fallen to 3.

The reason not choose recover node 1 is because its
high GPR means nearly all its child node has been
infected, so abandon that stub and save others.

7 50 50 0 Immunize node 8, which also has a high GPR and
relatively high HNII. I, — I; hasremains as 3.




8 48 47 5 Immunize node 4, which has a medium HNII. A number
of nodes has been recovered
9 47 40 13 Major gateway nodes has been immunized, so it’s time
to recover. Recover node 1, which has the largest
degree. The R;,; — R; is boosting. S; — S;,1 has
fallen to 1.
10 46 26 28 Recover node 5.5; — S;;1 is 0 since then on. We have
saved 46 nodes at last, which mostly under gateway
nodes 12,8,4.
11 46 15 39 Recover node 3.
12 46 10 44 Recover node 2.
13 46 5 49 Recover node 14.
14 46 51 Recover node 91.
15 46 54 All nodes are healthy.
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Figure 7. The SIR number in chart during an intentional attack.

Random attack in transit domains

Time

Susceptible

Infected

Recovered

‘Story’

1

100

1

0

Random attack node 23

2

96

0

For a medium degree node in the middle of the transit
domain, begin to attack gateway node 1. Virus spread
to node 3, which is an important node connect to three
important gateway nodes.

At the same time, virus alarm triggered, gateway nodes
start to calculate their GPR and HNII and cut their
highly infective edges.

87

13

Node 1 cut its edge with node 23 and 3, avoid direct
attack. Other gateway nodes do similar prevention.




Node 10 and 12, however, facing many virus neighbor,
still fail to prevent.
It11 — I; hasrisento9.

4 0 Nodes under 10 and 12 are largely infected, but other
77 23 gateway nodes are resisting virus. I, 1 — I; has risen
to its peak 10.
5 0 The cutting edges plan works well, no more gateway
nodes infected, but the majority of nodes in transit
71 29 domains are infected.
The great news that immunization (recovery) has been
developed. I;,; — I; hasfallen to 6.
6 67 33 0 Immunize node 1, which has a top degree, HNIl and
high GPR, and surrounded by many infected nodes.
I;1 — I keeps falling.
7 Immunize node 5, which also has a high GPR and high
64 35 1
HNII.
8 61 35 4 Immunize node 8, which has a medium HNII. A number
of nodes has been recovered.
9 60 32 8 Immunize node 4, which has a medium GPR and HNII.
10 59 28 13 Major gateway nodes has been immunized, so it’s time
to recover. Recover node 12.
The R;yq; — R; is boosting. S; — Sy, has fallento 1.
11 59 18 23 Recover node 5. I, — I, is 0 since then on. We have
saved 59 nodes at last, which mostly under gateway
nodes 1,5,4,8.
12 59 6 35 Recover node 98
13 59 38 Recover node 80
14 59 41 Recover node 44
ramdom attack in transit domain
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Figure 8. The SIR number in chart during a random attack in transit domains.




Random attack in stub domains

Time | Susceptible | Infected | Recovered ‘Story’
1 100 1 0 Random attack node 83, which under gateway node 1.
2 0 It spread fast to node 85 and 7, which are its child
node.
97 3 At the same time, virus alarm triggered under gateway
1, node 1 cuts its edge to node 83. And it removes
node 9, which indirectly connects node 83 and node 1.
95 5 Viruses spread deeper to node 63 and 92.
4 95 c 0 Spread is isolated in that tiny area, while other stub
networks and transit networks remains the same.
5 95 5 0
6 95 4 1 Recover node 83
7 95 3 Recover node 55
8 95 5 Recover node 63. Reconnet node 9.
ramdom attack in stub domain
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Figure 9. The SIR number in chart during a random attack in stub domains.
Conclusion

Since the network diameter is 6, in 6 steps of prevalent spreading, such a network is sure to

be all infected if no protection is taken. While in my protection plan, cutting relatively fewest

connections ensures the greatest possible safety. From these three simulations, we can find the

result is pleasant. Especially in the time 3 to 6, when immunization is not developed, it surely

reduce the I;,; — I; numbers. Data reveals that the I;,; — I; begins to decrease after cutting

edge process is finished. While under no protection, I;,; — I will continue to boost until most

nodes are infected.

But, we can also find that the situation is largely different according to the attack type.




The intentionally attack is highly vicious. It destroys the largest degree nodes, so it spreads
fast in transit domains; it has large GPR, so it spreads in stub domain fast; it has large HNII, so it
can efficiently affect large numbers of vulnerable and valuable nodes. While taking my plan to
suppress virus, it has effectively ensured the safety of 46 nodes, which mostly under the
protected gateway nodes, meaning gateway nodes play an essential role in Internet.

Random attack is better to control, even the random node has a degree of 7 and one of
them is the largest degree node, finally we still save 59 nodes.

Random attack in a stub network is the most controllable. Owing to its hierarchy structure,
after cutting the vicious part out of the whole network, it can no longer spread out. In my
simulation, 95% of the nodes are not infected and only 3 edges and 1 node are removed, the rest
part of Internet remains healthy and functional.

Virus spread is a very complicated process, there are many different aspects should be
considered into model and there are many random occasions that are not easily revealed by
numbers and equations. My model and assumption have taken geometric factor, spread
possibility, network structure into consideration, calculating revelatory indexes GPR and HNII to
describe the stub domain networks and using e;jto value spread possibility between transit
domain nodes. However, there might still be many factors to consider in the real world. All the
simulation and result only work in my model in a strictly confined perspective.

All the above is my own theory on virus spread, intriguing more people who are interested
in complicated network to continue the research. There is still a long way to go to perfectly
describe the virus spreading situation and find more effective ways to suppress and prevent virus
from spreading.
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